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Bennet Conrads
Threat Intelligence Researcher

− Researching Russia-linked Nation State Activities

− Main Interest: Cyber & Kinetic Operations Linkage

− Background in International Relations & Tech Sector

https://www.linkedin.com/in/bennet-conrads/
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Russian Strategic Culture
Strategic Culture Shapes Political Decisions & Strategy
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Russian Strategic Goals
Dealing with Perceived Vulnerability
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Control over 
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Subversion
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They didn’t start the fire
Encirclement and the perception of defense
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War as a Continuum
Subversion not as a prelude to war but as war itself
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War as a Continuum
Where are we currently?
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RUS Cyber Activities
Is Everything Information War?

Information used as… RUS MOD: Information Confrontation / War instead of ”Cyber”

Target

Domain

Tool



Targeting:

Technical systems, that
 
− Receive
− Collect
− Process
− Transmit

Information

Targeting:

− Wider Population
− Personnel of Government and 

Armed Forces
− Decisionmakers 
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Russian Information Warfare
Different Nuances of the Same Conceptional Thinking

Information 
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Information-
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?! Actionable Intelligence?!

Why should we care?
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Clusters of Russian Cyber Activities
Matching Objective Clusters and Targeting

Government,
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NGOs,
High-Ranking-Individuals

Political Decision
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Management

Targeted for Message
“as loud as possible“

Societal Discourse
Shaping

Defense,
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IT-Providers
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Reduction
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Established AccessEffect

StealthinessChallenge
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Operationalization
Pre-Positioning & Enabling

Enable Future OperationsGoal



Exfiltrated Information & 
Service DisruptionEffect

System Complexity &
Tool SpecializationChallenge
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Operationalization
Critical Infrastructure

Reduce Resilience &
Gain Military Intel.Goal



Exfiltrated InformationEffect

Broad Targeting & SpeedChallenge
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Operationalization
Government, NGO & VIP

Anticipate Policy DecisionsGoal
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Russian APT Campaigns 2026

January
ESET attributes Polish 
Energy Grid Attack to 
Sandworm

February
APT28 Campaign against 
European Logistics 
Organizations

April
APT28 Campaign abusing 
TP-Link Router Vulnerabilities

August
Sandworm-linked UAC-0145 
targets IT-Professionals

January
CERT-PL attributes Polish 
Energy Grid Attack to 
Berserk Bear

July

EU attributes campaigns 
against governments and 
defense organizations to 
Turla

September
COLDRIVER RedFlick 
campaign against 
organizations supporting 
Ukraine

SVR

July & 
October

APT29 Campaign 
abusing Hotel WiFi Login 
Pages

August

APT29 Campaign against 
individuals in aerospace, 
defense, government & 
think tanks

Espionage & Sabotage Political Espionage & VIP Targeting Espionage

GRU FSB
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Russian Cybercriminals, Hacktivists and the State
Tolerated and Co-Opted

Cybercriminals Hacktivists

Ties to State Tolerated, occasionally tasked

Goals Financial Gain

Method Ransomware, Data Theft, Extortion

Impact
Operational Outages, Economic 
Losses, Data Leaks

Ties to State Directed or encouraged

Goals Visibility, Attention, Political Pressure

Method DDoS, Defacements, Leaks

Impact
Headlines, Limited Operational 
Outages

e.g. ransomware groups, access brokers e.g. NoName057(16), Z-Pentest, CyberArmyofRussia_Reborn



1

2 Continous Improvement of Cyber Security Posture
Make adjustment in IT and organization architecture based on new intelligence.

3 Ad-Hoc Situational Awareness
Support crisis response teams, defenders and communications in emergencies.

4 Empower Cyber Security Systems
Provide information that systems can use for detection and blocking.

Strategic Guidance & Decision Making
Enable executives and their peers to make educated choices.

DCSO‘s Contribution



Intelligence for Every Target Audience
Deliver Intelligence that Powers Actions

Report & Actionable Indicators Threat Intelligence Platform (MISP & Indicator API)

Strategic & Technical Reporting
For Decision Makers, Architects and Threat Hunters

In-depth analysis of actors, campaigns and trends as 
the basis for decisions, architecture changes and 

threat hunting inspiration.

Daily Threat Awareness
For IT-Administrators & Security Professionals

See at a glance what matters today: Curated news, 
rated by target, attacker, impact and urgency.

Live Threat Monitoring
For Security Systems & Detection Engineers

Continuously tracked indicators that your systems can 
use directly for detection and blocking.

Last 30 days

Tracking: Threat Actor Capabilities

Tracking: Shared Attacker Techniques

Tracking: C2 Infrastructure

Daily Report & News Feed




	Slide 1: Cyber Threat Landscape
	Slide 2: Bennet Conrads
	Slide 3: Russian Strategic Culture
	Slide 4: Russian Strategic Goals
	Slide 5: They didn’t start the fire
	Slide 6: War as a Continuum
	Slide 7: War as a Continuum
	Slide 8: RUS Cyber Activities
	Slide 9: Russian Information Warfare
	Slide 10: Actionable Intelligence?!
	Slide 11: Clusters of Russian Cyber Activities
	Slide 12: Operationalization
	Slide 13: Operationalization
	Slide 14: Operationalization
	Slide 15: Russian APT Campaigns 2026
	Slide 16: Russian Cybercriminals, Hacktivists and the State
	Slide 17: DCSO‘s Contribution
	Slide 18: Intelligence for Every Target Audience
	Slide 19

